Proceed at Your Own Risk
But first you need to assess what level you face

By Tina Ayotte Welu / Wolters Kluwer Legal & Regulatory U.S.
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usinesses are faced with a variety of risks on a daily basis. While
certain types of risk are an accepted part of business, others that relate
to legal matters – like contracts, corporate entities, IP and compliance
– can have serious adverse effects. The role of a general counsel is to
support the organization in assuming the right types of risk while
mitigating, if not eliminating, negative consequences. By understanding risk, general counsel create legal solutions that generate real value for the
organization, resulting in a strategic role for in-house law departments in defining
and achieving the business’s overall objectives.

When it comes to information, in-house counsel need to understand:
l What data (documents, emails, etc.) the company and its employees have
l Where data is located, stored, shared and managed
l Who is responsible for the various types of data
l What data is necessary for the ongoing operations of the company, in terms of
both business and legal operations
One of the easiest ways to ensure that you have a clear map of all the relevant
data is to consolidate it in a secure online repository that is set up to manage specific
legal matters.
Armed with the requisite data, you can
now begin to identify risks that relate to
your legal domain. This involves describing
risks, along with the possible causes and
nce you have
potential consequences. Typical risks that
identified the risks
every in-house legal department should
related to a specific
consider include failures, inconsistencies
legal matter, you can or losses in commercial relationships and
obligations. There may be changes in legal
begin to understand expectations and liabilities, shifts in economic circumstances and disruptions due
which risks your
to technological innovations. There may
business is willing
also be management shortcomings. A risk
to accept.
can be triggered by one or multiple causes
and can have one or more consequences.

Before You Get Started

O

When implementing a risk management program, you need to address the
following key questions before getting started:
l How does the general risk management function relate to the compliance and
legal departments?
l How will legal counsel, accountants and risk management professionals work
together to best manage legal risk?
l How will credible and dependable legal risk assessments be provided in the
absence of a quantitative framework?
l Is there a need for a more holistic system of legal governance, risk and
compliance management?

Step 1: Set the Scope and Rules
Before you can start managing risk, it’s important to define the scope of your legal
risk management program. This means understanding what departments and entities should be involved. The scope should be defined within the context of your
organization’s objectives and aligned with your risk management mandate and commitment – otherwise known as your company’s “risk appetite.”
It is important to evaluate both external and internal factors that can affect the
organization. Reviewing external factors, such as the regulatory environment and
market conditions, as well as internal factors, such as your approach to decisionmaking, contractual relationships, work flows and the use of resources, can help you
understand which processes may be subject to increased risks.

Step 5: Assess Your Risks
Once you have identified the risks related to a specific legal matter, you can begin to
understand which risks your business is willing to accept and which need to be avoided.
Risk assessment is a systematic approach to measuring, ranking, comparing and prioritizing these dangers in a consistent way across your company. Risk is measured as a
function of likelihood using a system known as a risk assessment matrix. You can create
a risk assessment matrix using a rating scale that you can customize to your organization.
Likelihood of Risk
The likelihood of a certain occurrence can be given a rating based on qualitative or quantitative terms, such as probability or frequency of an occurrence over a specified time frame.
For example, likelihood can be rated as rare, unlikely, possible, likely or frequent.

Step 2: Identify Your Legal Domains
Once you have defined the scope of your risk management program, you need to
identify what types of legal risk will get tracked. Typical legal risks that fall under
the responsibility of the legal department include corporate entities, contracts,
disputes and regulation.

Impact of Risk
Just like likelihood, the impact or consequence of a certain occurrence can also be
given a rating based on qualitative or quantitative terms. Depending on the nature
of risk, impact assessment can be tied to a variety of consequences, including but
not limited to financial loss, health and safety, security, regulatory, operations, reputation and environmental impact. A best practice is assessing impact using a combination of considerations and assigning a rating where impact is greatest. Impacts
may be deemed insignificant, minor, moderate, major or catastrophic.

Step 3: Involve the Organization
It’s crucial to have a clear picture of the entities, departments, employees and roles
of the various stakeholders, including legal counsel, contract owners and managers,
all of whom have an impact on risk.
Collaboration with key people early on can help you gain buy-in for your risk
management program and can help you identify the person or entity with the authority to manage a particular risk.

Assigning a Risk Rating
Once you have ranked each risk by likelihood and impact, you can assign a rating
that takes both into account. This risk rating can then be used to guide subsequent
actions. One example of a risk assessment scale is as follows:
l Low – Acceptable risk that is unlikely to require specific application of resources
l Moderate – Acceptable risk that is unlikely to cause damage and/or threaten
project or asset
l High – Not acceptable, as it is likely to cause some damage, disruption or breach
of controls
l Extreme – Never acceptable, as it is likely to threaten the survival of the project
or asset

Step 4: Collect Relevant Data and Identify Risk
The consistent collection of relevant data is critical to the success of legal risk management. Not only does data help you identify a particular legal risk, but it can also
be leveraged proactively to control future risk and ensure your readiness in the event
of litigation.
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Additional Assessment Criteria
Assessing risk based on likelihood and impact can help set the groundwork for an
initial risk management plan; however, not all risks are foreseeable. You also need to
understand your company’s vulnerability to risk and velocity. By looking at vulnerability, you can determine your exposure and response rate to risks. And understanding the speed at which risks may arise can help you define the level of agility
required in your response. Areas where you are most vulnerable and slow to respond
may be the ones that your organization needs to address first.
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tion technologies, net metering allows
those customers’ electric meters to spin
backwards, ensuring that they receive
credit for any electricity that they put
in the electricity grid rather than use
themselves. Each state has a different approach to net metering, and
the economic benefits thus can differ
widely. The continued availability of
federal tax credits as well as state netmetering policies are vulnerable due to
their dependence on legislative and/or
regulatory action. This risk of regulatory change must be allocated in any
contracting documents.
It also warrants noting that a complex layer of regulation overlays the
energy industry. The rules by which
renewable energy projects participate
are subject to change, which heightens
the importance of regulatory change
clauses in any contracting documents.
Close consideration should also be
paid to whether any federal or state
energy laws are implicated. For ex-

ample, any sales of a renewable energy
project into the wholesale market
may implicate the Federal Power Act
and the Public Utility Regulatory
Policies Act.
In summary, well-structured
investments in renewable energy can
create opportunities for businesses.
These types of projects, however, often
require a focus on energy procurement that is atypical. Historically, the
energy procurement function was relatively narrow, if not segregated, within
a business. That may be beginning to
change, as fixed energy prices increase
despite relatively low energy prices.
Particularly for those businesses making large-scale investments in renewable energy, these decisions go beyond
the utility procurement function and
must be integrated with other facets
of business planning. Taking steps to
integrate a business’s energy procurement strategies with its sustainability
initiative may yield positive results.

The Supreme Court case, Sandoz
v. Amgen, potentially will answer
both questions. At this point, most
people are fairly comfortable thinking through the dance and whether to
engage in it. But when to give notice
of marketing, and whether it will be
effective, are open issues. And for
smaller companies without multiple
revenue streams, time to market is a
big issue, either because they are concerned with competition entering (in
the case of an originator) or because
(in the case of a biosimilar) they are in
need of generating revenue.
MCC: The number of inter partes reviews
(IPRs) filed by pharmaceutical companies
has been steadily increasing. How are you
using post-grant proceedings to complement your patent litigation strategies?
Shear: I represent clients on both sides of
the fence, some challenging patents, others defending against challenges that have

been or will be brought. Post-grant can
be a valuable tool to narrow the issues in
litigation, but it has to be invoked carefully. To me, one of the most important considerations in whether to use a post-grant
proceeding is to assess which is the best
forum for the argument that you intend
to make. Is it something more technical
in nature that might be better suited for
the technically minded Patent Trial and
Appeal Board, or is it something more
appropriate for a judge or jury? That isn’t
always an easy call to make.
MCC: How will the change in the administration in Washington, D.C., affect
patent litigation for pharmaceutical and
life sciences companies?
Shear: That is truly anyone’s guess.
Many commentators have noted that
the judiciary is in a state of crisis because of the incredibly large number of
vacant judgeships that need to be filled.
Hopefully, this can be addressed.
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Step 6: Implement Controls
and Mitigation
Now that you have identified and assessed your risks, it’s time to manage
them with controls and/or mitigation.
Risk controls are the actions in place
that aim to reduce the likelihood of
risks occurring and, if they do happen,
actions you have in place to reduce
their impact. Generally, additional controls are applied to risks that are rated
“extreme” or “high” to reduce the rating
to an acceptable level.
While controls can help you prevent
risks from happening, mitigation is
aimed at reducing adverse effects.
There are four ways of dealing with
risks that you have identified. You can:
l Accept it. Risks that are unlikely to
happen and can be controlled if they
do are deemed acceptable. However,
they should still be monitored. Also,
when the cost of avoidance for lowlikelihood risks outweighs the cost of
the risk itself, it may make more sense
to accept it.
l Avoid it. This action avoids any exposure to the risk, where practical.
l Reduce it. Limit the likelihood or
impact of risk occurring through the
use of preventative solutions.
l Transfer it. This action involves
another party bearing or sharing some
part of the risk.
The right solution depends on the
context of the risk.
Finally, it’s important to create a list
or registry of the risks that relate to
each legal matter. By listing the nature
of each risk, and mitigation measures
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that can empower stakeholders to reduce risk proactively, you can monitor
your risk management progress.
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Step 7: Review and Report Results
Once you have managed your risks
and created a registry, it’s important
to review and report the results. If
you are using a smart repository for
all your legal data, you can quickly
review and report on business objectives, and demonstrate the strategic
and financial impact of risk management. You can also build in risk
reporting protocols to highlight areas
of concern, areas of change and areas
that harbor emerging threats – along
with opportunities to enable effective
decision-making and proactive risk
management.
To be effective, in-house legal
counsel need to partner with the business, understand the issues relating to
achieving objectives and produce viable
and tangible solutions to managing
risk. By implementing a systematic and
structured risk management plan, you
can encourage proactive management
of business processes that aim to protect
your business, while increasing the possibility of achieving business objectives.
To facilitate the process, adopt tools
that can help you get started quickly
and become more sophisticated as
your risk management program grows.
Whether you are looking to manage
risks related to contracts, compliance or
corporate assets, a smart online repository of all your legal data can help you
get where you need to go.
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