
With complex litigation cases
becoming increasingly unwieldy due to
cost and the vast amount of data requir-
ing review, counsel is continuously
looking for more efficient ways to find
the “smoking guns.” In that pursuit, crit-
ical data that is stored on electronic
devices other than computers may be
overlooked, potentially threatening the
outcome of a case. 

Mobile devices, such as cellular
phones and PDAs are now vital to how
organizations do business. Configured
to transmit and receive data as well as
log activity, these mobile offices have
many of the same functionalities as tra-
ditional desktops and laptops. 

With businesses relying so heavily
on mobile devices, the information that
can be gathered from such devices is
becoming similar to what can be foren-
sically retrieved from computers. The
types of data that can be retrieved from
mobile devices include corporate e-
mail, personal e-mail, Short Message
Service (SMS) text messages, personal
notes, calendar entries, photographs,
address books, and inbound and out-
bound call logs. When placed into a
timeline of events, this type of informa-
tion can be invaluable to prove certain
facts for a case.

With literally hundreds of devices on
the market there is not one single stan-
dard of information that can be retrieved
from all devices. Because of this, every
device related to a dispute needs to be
evaluated for the type of information
that it may contain. For example, a
Motorola RAZR V3 phone will contain
more information than a Motorola i415. 

Retrieving data from a mobile device
is a specialized skill set that requires a
professional computer forensic exam-
iner with experience in handling mobile
devices. When selecting an examiner to
work on such engagements, counsel
needs to specifically ask what types of
devices they are familiar with and how
many times they have successfully ana-
lyzed these particular devices in the
past. Handling mobile devices requires
specialized software, appropriate
cabling and, most importantly, the req-
uisite professional experience.

Once an expert is identified, counsel
should also ascertain the types of
devices that will be forensically exam-
ined. Before any work can begin, the

expert will need to know the manufac-
turer and the exact model of the device.
When collecting the devices to be ana-
lyzed, it is prudent to make sure that
both data and power cables are also
included.

As with all electronic evidence, it is
critical that the chain of custody is prop-
erly documented. When devices are
being passed from the user to a supervi-
sor, then to a human resources profes-
sional who will provide it to counsel
and finally to the forensic expert, there
is a risk that the integrity of the evi-
dence may be challenged.

Employees often use other methods
of communication beyond traditional
corporate e-mail, especially if they
know that their e-mail is being moni-
tored. “Out-of-band communication,”
the use of alternative communications,
includes web-based e-mail, instant mes-
saging and SMS text messages.

Use of out-of-band communication
by employees can provide organizations
involved in an investigation with evi-
dence that can prove to be critical. One
such example involved several com-
pany employees that were working on a
major confidential project who resigned
and went to work for a direct competitor
of their employer. The employees’
departure was well orchestrated and
came as a shock to everyone at their
company. After their departure, their
former employer grew concerned that
the employees took key data and
ordered a forensic analysis to be con-
ducted on their company-issued com-
puters. Every employee involved in the
project had access to multiple desktop
and laptop computers, resulting in the
need for a large investigation. At the
conclusion of the investigation, it was
determined that there was little evidence
of any wrongdoing.

However, at the time of their depar-
ture, each employee turned over their
company-issued cellular phones to
human resources. The human resource
staff casually mentioned to counsel that
the cellular phones were being secured
in a cabinet in case they were needed. At
what first appeared to be a seemingly
insignificant statement proved to be an
invaluable lead in the ongoing internal
investigation.

Upon learning that the cellular
phones had not been used since the
employees’ departure, they were imme-
diately provided to a forensic expert for
analysis. The analysis revealed that
some of the employees had been send-
ing SMS text messages to each other.
The messages in question were short,
but discussed specific data that they
intended to take. These messages led to
the discovery that highly confidential
company data was copied to an external
hard drive prior to the employees’
departure. The external hard drive,
which was later recovered from the
competing company, revealed that the
former employees had copied a vast
amount of their former employer’s data
to the competing company’s server.

In matters where mobile devices

might provide evidence, the preserva-
tion of those devices is critical. Counsel
should be aware that individuals might
intentionally delete relevant data or
wipe all user-created data from the
entire device. Depending on the device,
the destruction may be permanent and
unrecoverable. Finding evidence of the
intentional destruction of data may not
exist. However, finding a device that
has been in service for many months
that has absolutely no data might be evi-
dence as well.

For example, an individual at the
center of an ongoing investigation was
ordered to preserve the data contained
on their BlackBerry device. When the
device was turned over, the only data
present were three default new user
messages located in the message folder.
The date of those messages reflected
when the party used the “wipe hand-
held” option to destroy all of the data. 

To further complicate data recovery,
many devices have an option to set a
password that may prevent data recov-
ery if the password is either not pro-
vided or unknown. In addition, some

devices automatically wipe the user data
after the password has been entered
incorrectly a certain number of times. In
the case of a BlackBerry, a user may
also have “content protection” enabled.
This feature encrypts the user’s data and
the only way to decrypt the data is to use
the correct password.

In another matter, involving a cellu-
lar phone with a built-in digital camera,
the user had taken photographs, which
were considered relevant evidence, and
stored the photos in a user folder. These
photographs were later used to exoner-
ate another company employee of
alleged wrongdoing.

The information contained on mobile
devices can at times provide a “smoking
gun” on their own or when placed in a
timeline and used in conjunction with
other facts in a case.

In order to effectively take advantage
of all available relevant data that may be
contained on such devices, it is impor-
tant for counsel to retain a highly skilled
computer forensic expert that is experi-
enced in conducting a complete analysis
of these types of devices. 
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Partners Notes
Kroll OnTrack Acquires Trialgraphix®

Kroll Ontrack announces the acquisi-
tion of TrialGraphix®, a leading litiga-
tion consulting firm specializing in trial
consulting and presentation services.

Founded in 1991, TrialGraphix has
more than 300 full-time professionals
with offices in Miami, Atlanta, Chicago,
New York, Los Angeles, Washington,
DC, Philadelphia and Houston.  Trial-
Graphix adds substantial jury consulting
experience, along with a strong commit-
ment to pretrial, onsite and courtroom
presentation services to Kroll Ontrack’s
solid portfolio of Discovery solutions,

computer forensics, ESI consulting and
legal technologies software.

Kroll Ontrack President Kristin
Nimsger and TrialGraphix Vice Presi-
dent and Operating Director Erica Hol-
born look forward to bringing the
strengths of both companies to clients
with a comprehensive service that sim-
plifies the legal continuum, making it
more efficient and cost-effective. 

For more information about prod-
ucts, services, local events and web
seminars, visit www.krollontrack.com
and www.trialgraphix.com.

Connell Foley Partner
Named Top Attorney By Worth Magazine

Connell Foley partner Anthony
Vitiello has been named a “Top 100”
attorney by the editors of Worth maga-
zine for the third straight year. Published
in the December, 2007 issue, this list
results from The magazine’s recognition
of those who have earned this distinc-
tion for their outstanding expertise,
insight, trustworthiness and commit-
ment to their clients’ needs.  

Mr. Vitiello is the chairman of the
Taxation and Estate Planning Group at
Connell Foley LLP. His practice is lim-
ited to tax planning for individuals, busi-
nesses, nonprofit organizations, estates
and trusts, with particular emphasis on
estate planning and asset protection
planning. He brings his innovative
expertise to planning estates from four

million to over five hundred million dol-
lars, as well as advising family founda-
tions, closely held corporations, partner-
ships and limited liability companies on
significant tax issues. 

While in government service, Mr.
Vitiello was involved in complex tax
controversies in the United States Tax
Court, including corporate tax disputes
involving millions of dollars in tax lia-
bility, complex estate tax litigation mat-
ters, and cases involving personal
income tax. 

Mr. Vitiello has lectured extensively
and published on estate planning and
related tax matters. He had been an
Adjunct Professor at Fairleigh Dickin-
son University for five years where he
taught estate planning courses.
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